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NMNaponu

Maponb U3 Uudp, CTPOYHLIX U 3arnaBHbIX OYKB:

p Co3pgaem HageXXHbl naposb
A XXXKXX
qPz8am91

I !
CTPOYHble 3arfnasHble LUGPHI
Mouyemy Henb3A UCNOAb30BaTb NPOCTbie NAPOAN? Koraa KaTeropuuecku Heo6xoaumo NnoMeHATb Naposib?
*  eC/IM Ball Napo/ib COCTOUT M3 AaThbl (POXKAEHMA), UM OAHOTO
* [poctble KOM6I/1HaLI,MM Tnna C/I0Ba, UM NOCNeA0BaTeNbHOCTU Ha KnaBuaTtype (Tuna,
«qwerty» n «12345678», BCe cnoB.a «qwerty»)
N3 aHIMUNCKOIo U PYCCKOro cnoBaps, *  ©C/IM Bbl XOTb Pa3 COXPaHA/IM Napo/b Ha 06/1a4HOM cepBuce
BCe AaTbl 3a nocneagHue 100 net gUEKs, SERER) (
*  C/IM Bbl XOTb pas Nnepecbliaan Naposb Nno cetu (3NeKTPoHHas
nepe6mpa tOTCA pO6OTaMM' nouyra, Meccer,u,mep,pCMC) E 7
B3/IOMLUNKAaMW 3a A0IN CERYHADI *  eC/M Bbl XOTb pa3 nepeaasanu Napo/b XO0Tb KOMY-AMHB0
S|t o 1< L0 0 o o *  C/IM Bbl XOTb pa3 OCTaB/AAAM Mapo/ib Ha BUAHOM mecTe (Ha
e | L LU LS L (L L L L (O L ) ) B ol MOHWUTOpPE, MO, CTEK/IOM CTONA U T.4.)
rerd A ASHD IF 0GIH L0 Tk T T5 Tmel o0 0 Ben | e

e eC/11 Bbl UCNOJIL30BAJ/IN NAPO/Ib HA PA3HbIX cauTax

Cambiv HapeXHbIM NApOo/ib: *  eCc/M Bbl COXpaHAAN nNaponn B bpaysepax

AsyxpakTopHas asTopusauyua yepes CMC *  ec/v Bbl BBOAMAN NAPO/b Ha CEHCOPHOM KnaBuaTtype



O6nauyHble cepBUCHI

‘:
|

Yemy yrposa: B yem yrpo3sa:

e  @annbl Ha 061a4HbIX XpaHuanwax: DropBox, * YTeHue, aHaNM3, NOUCK NO CNOBAM
GoogleDrive, AppStore, OneDrive, ... * (B daitnax, nucbmax, coobLeHnAX)

i 3f|eKTp0HHaF| NMO4YTa Ha MHOCTPAHHbIX CeEpPBEPAX o PacnpOCTpaHeHme INYHOM MH(I)OpmaLI,MM

* [lepenucka B mecceHaKepax e PaccbiiKa OT Ballero MMeHm

. Be§-npmnomeHMﬂ (0bLimne [OKYMEHTbI, AOCKM, « ABTOPM3aLMA HA TPETbUX CEPBUCAX
CalTbl, 3aMeTKMy, ...)

* BnokunpoBKa, HeaAOCTYNHOCTb
Yto penartb: P P OCTy

e CpaenaTb_KOMUIo BCEX AOKYMEHTOB Ha /I0Ka/IbHbIN KOMMbIOTEP, HA AOBEpPEHHOe 061aKo, Ha
CbEMHbIN HOCUTEND.

*  Yaanuntb pannbl, AOKYMEHTbI, MTMCbMa C 061aKoB
* [lepenTtn Ha POCCUNCKUE 3/TIEKTPOHHYIO NOYTY, BUAEOKOHPEPEHLCBA3b, OOLLNE JOKYMEHTbI
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CepBucbl U NnporpammHoe obecneyeHue

B yem yrpo3sa:

OT3bIB MLUEH3WNI ANA NPONpPUETaPHOro (KOMMepyYecKoro) NporpaMmHoro obecnevyenus,
MO nepecTtaeT paboTaTb, BO3MOXHa 6N10KMPOBKA KOMNbtoTepa/cmapTdoHa

Yto genartb:
1. CaenaTb KONUM BCEX Ba*KHbIX AaHHbIX HA CbeMHbIe HOCUTENN
2. Cpaenatb KONMMKU MHCTANNALKUMA NPOrpamMmm, ONepPaLMOHHbIX CUCTEM, KHOUYEN
3. BpemeHHO oTKA4YUTb BCe 0OHOBNEHUA, 3a6/10KMPOBATb CanTbl Nnponssoautenen MO
4. [lepenTtn Ha oTeyectBeHHoe 10
5. MepenTtn Ha cBOBOAHO pacnpocTpaHaemoe N0 ¢ oTKpbITbiM (!) Kogom
6. Cpaenatb KONMIO aAPECHOMN KHUTU CMapTPOHa



https://habr.com/ru/news/t/655381
https://freeanalogs.ru/
https://alternativeto.net/
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index.htmi

CauTtbl

BmecTo Bugeonneepa c cepBepa MoXKeT
ObITb 3arpy*KeHa aKCTPEMMUCTCKAA
nHbopmauusa, BMaeo nan puUnMHrosas

Embeds

iFrame

The size is now changed
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Password:

be3 SSL 310yMbIlWNEHHUK MOXKET

OCYLLECTBMUTb:

e [logmeHy nHdpopmauum

e [lepexBaTt n NPOCMOTP
MHbOopPMaLMK
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MAN IN THE MIDDLE
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CLIENT CLIENT
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VPN u npokcu

VPN v lNMpoKcn no3BoAAKOT OTNPaBAATb BallKM 3aNpOChl
OT MMEHWN KOMMNbIOTEPA B APYrou CTpaHe

B yem yrpo3sa:

* Bce nepepaBaemble AaHHble Yepes
nocpeaHmKa — MOTyT NPOCMaTpPMBaTbCA,
NoaMeHATbCA, YAaNnATbCA:

* [laponu, nepenncka, gaHHble
6aHKOBCKUX KapT, NPOCMOTPEHHasA
uHpopmauma un T.4.
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ba3osble npuHUMNbl AIMYHOU KnbepbesonacHocTu

DNIeKTPOHHAA NoYTa

* He oTkpbiBanTe
3/1EKTPOHHbIE NUCbMa OT
HEN3BECTHbIX
oTnpaBuUTeNnen.

 He Ha)KMmaunTe Ha CCbIJIKY,
KapTUHKU M KHOMOYKMN B
3/1EKTPOHHbIX MUCbMaXx

 HwuKoraa He 3anyckauTe
NpPOrpammbl, MPUCIaHHbIE
MO 3/1IEKTPOHHOM NnoyTe

Onnarta KapTtoiu

:/Ivash. /...

* [lnatute TONbKO Ha calTax
NpoBepeHHbIX HAHKOB, C
peasibHbIM a4pPeECOM

e [lnaTtuTte TONbKO KapToOM C
OrpaHM4YeHHbIM BalaHCOM

* Wcnonb3yute ogHOpPa3o0BbIe
KoAbl ANA NOATBEPKAEHUE
KaXXAoro njiarterka

* He coxpaHanTte AaHHble
6aHKOBCKOMW KapTbl

B UHTepHeTe

# Download on the » Getiton > Download on the

[ ¢ App Store Google play Windows Store

YcTaHaBMBanTe NporpaMmbl TOJIbKO
C 0PMLMaNbHBIX MAPKETOB M CainToB
npousBoauTenei

He ckaumnBanTe ¢pannbl,
paclpeHna 1 NPorpammbl, Ha
HEW3BECTHbIX CanTax

He 3anycKaliTe Hen3BecCTHble
NpPOrpaMmmbl

YcTaHoBUTE pa3paboTaHHbIV B
Poccuun aHTUBUPYC

* bBpaysep, NoUCKOBUK, oducC...
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CeTb yupexxaeHus

1.

DDoS aTtaku: OrpomHoe Konnyectso 6e306maHbIX 3anpocos. [apanms3yoT Balln CepBepbl.

1. OTKAOYaTb 30HbI-UCTOYHMKK aTaK Ha Bpemsa (40roBop ¢ NpoBanaepom, ABa npoBanaepa)

[MoUNCK yaA3BMMOCTEN Ha KOMMbOTEPaX ceTu: [oaKntoveHne K KomnbloTepy, BHeApPEHUE

BPe4OHOCHOrO KOoAa, BKAOYEeHUe KOMNbIOTEPA B XaKepCKue cetu

1. MecTtKaa 610KMPOBKA NOPTOB — TOUYEK MOAKIOUYEHNA K KOMMbIOTEPY

2. YmaneHue Bcex Nporpamm, No3BonArolWmx nogkntoumntbca (Radmin, Torrent, p2p...)

3. YpaneHue ntobbix cepBepoB C NEPCOHA/IbHbIX KOMMNbOTEPOB (canThl, ftp...)

4. YpaneHue HeNUUEH3UOHHbIX U B3/IOMAHHbIX Nporpamm

5. [lepeHoc KOMNbOTEPOB B CeTn C «cepbiMmun IP-agpecamm» 10.x.x.x, 172.16-31.x.x, 192.168.x.x

6. OTKAOUYUTb Hencnonb3yemble CAyXbbl, cepBUCHI, YCTPOIMCTBA, NO/Ib30BaTE/1IEN.
UHBeHTapusauua. BegeHue XXypHana MHUMAEHTOB.

[MoncK ysa3BumocTen Ha ceTeBom 1 oducHom ob6opyaoBaHUM (NpUHTEPDI, poyTepbl)

YcTaHoBKa BpeagoHocHoro N0 noa npeanorom «cynep-aHTmsupyca»: O6bluHbIA KOMMObIOTEP
NnpeBpaLlaeTca B areHTa CeTU KOMMNbIOTEPHbIX aTaK. MIcnonb3oBaTb 1eranbHbIN aHTUBUPYC.

[lonHOe OTKNYEeHUE NHTepPHEeTa yYperKaeHua, perMoHa, CTpaHbl
1. [lepexop Ha oTevecTBeHHble DNS-cuctembl
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Cnacunbo 3a BHMMaHMe
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