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(’> KOMIbIOTEPHbIE BUPYCbI

KomMnboTepPHbIM BUPYC - 3TO
Pa3HOBUAHOCTb KOMIMbIOTEPHbIX
nporpamm, OTNUYNTENbHOU
OCODEHHOCTbLIO KOTOPOW SIBNHAETCS
CNOCOOHOCTb K Pa3MHOXEHMIO
(konnpoBaHuIo).

B gononHeHue K aTomy, BUPYChI
MOTYT NMOBPEAUTb UMK NOSTHOCTHLIO
YHUUTOXUTb BCE dpannbl U JaHHbIE,
NOAKOHTPOSIbHbIE NONb30BaTENIO, OT
MMEHW KOTOpOro Bbina 3anyLleHa
3apax€HHasi NnporpaMmma, a Takke
NOBPEeanTb UMK JaXe YHUYTOXUTb
ornepaumoHHY0 CUCTEMY CO BCEMMU
doarvnamm B LLENOM.

B 6onbwunHCcTBE Ccny4vaes
pacnpoCTPaHAKTCA BUPYCbl Yepes
VHTepHer

cnonb3yn coBpeMeHHble onepaunoHHbIE CUCTEMBI,
MMeKLMe CepbE3Hbi  YPOBEHb  3aWuUTbl  OT
BPeL4OHOCHbLIX NMporpamMmm

J

/" TlocTosIHHO ycTaHaBnueBam nartyu (LI,VICprBbIe\
3annartku, KOTOpble aBTOMaTU4YECKM
yCTaHaBnMBalTCA C Leriblo AopaboTku nporpammel)

n apyrme OOHOBIEHWS CBOEW onepaunoHHOM
cuctembl. CkaumBanm MX TONbLKO C oduumarnbHOro

canTa paspabotynka OC. Ecnu cywlecTByeT pexumm

\_ @BTOMaTM4eCckoro 0OHOBINEHWS, BKITOYN €ro Y,

( PaboTail Ha CBOeM KOMMblOTEPE NO4 npaBaMM\
nofb3oBaTtens, a He agMuUHUCTpatopa. JOTO He
NO3BONINT OONbLIMHCTBY BPELOHOCHLIX NporpamMmm

MHCTarJinpoBaTbCA Ha TBOEM nepcoHasribHOM

\_ KOMIMblOTEPE A




(’> KOMIbIOTEPHbIE BUPYCbI

MeToAbl 3aLUUTDI
OT BPeAOHOCHbIX
nporpamm

Acnonb3yn aHTUBUPYCHLIE NPOrpamMMHbIE NPOAYKTbI
N3BECTHbIX NPOuU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBNeHnem a3

/

_[

OrpaHnyb pusnyecknn OOCTYN K KOMNbHOTEpPY AN
NOCTOPOHHUX L,

N

cnonb3yn BHeLWHME HocuTenn WHopMauun,
Takne Kak cdnewuka, guck nnn dgann us VIHtepHerta,
TONbLKO N3 NPOBEPEHHbLIX MCTOYHNKOB

N\

NOSIy4YEHHbIE N3 HEHaOEXHbIX WUCTOYHMKOB. [axe
Te annbl, KOTOpble npucran TBOM 3HAKOMbIW.

[ He OTKpblBam KOMMbIOTEPHbIE danneil,

Jlyywe yTo4HM y Hero, oTnpasnsn nu oH Tebe nx

\

/)




(0:) NCMOJIb30BAHUE CETEN WI-FI

C nomouwbto WI-Fi
MOXXHO MOSTYYNTb
OecnnaTHbIN
WHTEPHET-A0CTYN B
OOLLECTBEHHbIX
MecTax: Kaje, oTensix,
TOProBbIX LEeHTpax u
aspornopTax. Tak xe
ABNSAETCHA OTNNYHOWN
BO3MOXXHOCTbIO
Bbixoga B VIHTepHeT.
Ho mHorne akcneptbl
CYMTAIOT, YTO
obwenoctynHble Wi-Fi
CETN He ABNATCSH
©e3onacHbIMW.

"

==

Wi-Fi

He nepepaBan cBoto
NNYHYIO
MHpopmMauumio Yepes
obwenoctynHble Wi-
Fi cetn. Pabotasa B
HUX, )XenaTenbHO He
BBOAMTb Naponu
AocTyna, JIOrnHbI U
Kakme-To Homepa

* Vicnonbaymn n
obHoBNAM
aHTMBUPYCHbIE
nporpaMmmb! 1
B6paHgmayap. Tem
cambIM Thbl
obesonacuLub cebs
OT 3aKaudku Bupyca
Ha TBOE YCTPOUCLE

[Mpw ncnonb3oBaHuUm
Wi-Fi oTkntoun
dyHKUMo «O6Lwmn
AOCTYyn K channiam u
npuHTepamy». [JaHHasa
JoyHKUMSA 3aKpbITa Nno
YMOYaHuio, OAHaKo
HeKoTopble
nosib3oBaTenu
aKTMBUPYIOT €€ ans
yoobcTea
MCMNoNb3oBaHUA B
paboTe unu y4yebe

oda B
sHblE€ CETU
SJNIEKTPOHHYIO
no4Ty

Mcnonb3yn Tonbko
3aLmLeHHoe
COeaVHEHNE Yepes
HTTPS, a He HTTP,
T.€. npu Habope Beb6-
agpeca BBoam
nmMeHHo «https://»




%) COLMANBHBIE CETH

CoumanbHaga ceTb - 9TO cauT,
KOTOPbIW NpeaocTaBnseT
BO3MOXXHOCTb JIOASM
OCYLLECTBNATbL 0bLEHNE Mexay
cobon B UHTepHeTe. Yalle Bcero
B HUX ONS Ka)XO0ro YenoBeka
BblOenseTcs cBos NIMYHas
CTpaHW4Ka, Ha KOTOPOW OH
yKasblBaeT 0 cebe pasnunyHyto
NHpopmauuo, Ha4YMHaga oT
NMEHU, haMunum n 3akaH4mBas
NNYHBLIMKU poTorpadmsmu.
MHorvne nonb3oBaTenu He
MNOHMMALOT, YTO MHOPMaLUS,
pasMelleHHas UMK B
coumanbHbIX CETAX, MOXET ObITb
HangeHa n UCcrnonb3oBaHa KeM
YyrogHo, B TOM 4ucrie He
obsizarenbHO ¢ bnarnmm
HaMmepeHnamMun

OrpaHnyb cnmcok apysen. Y Teba B AOpy3baX He
OOSTKHO BbITb CryYanHbIX U HE3HAKOMBbIX N0AEN

A

(3au4v|m,a|7| CBOKO YaCTHYHO XWU3Hb. He yKasblsaﬁ\
naponun, TenedoHbl, agpeca, Aaty TBOEro
POXOEHUA W OPYryl JIUYHYKO  MHGOpMaUMIo.
3MOYMBbILLUNIEHHUKN  MOTYT  UCMONb30BaTb  Aaxe
NHOPMALMIO O TOM, KakK Tbl U TBOU pPOAUTENU

\nnaHmpyeTe NPOBECTU KaHUKYNbI Yy

f3a|.uV|Lua17| CBOIO penyTauuio - 4epXn ee B YUCToTe no)
3agaBan cebe Bonpoc: xoTen 6kl Tbl, YTOOLI Apyrue
nonb3oBatenn BUAENW, 4TO Tbl 3arpyxaewb?

[Mogyman, npexge 4Yem 4TO-TO OnyobnmukoBaThb,

\_ Hanucarb " 3arpysnTb A




%) COLMANBHBIE CETH

CoumanbHaga ceTb - 9TO cauT,
KOTOpbIN NpegocTasndeT
BO3MOXXHOCTb Jt0AAM
OCYLLECTBNATbL 0bLEHNE Mexay
cobon B UHTepHeTe. Yalle Bcero
B HMUX OJ19 Ka)XO0ro YyerioBeka
BblOENseTCcs CBOSA nNnyHasa
CTpaHW4Ka, Ha KOTOPOW OH
yKasblBaeT 0 cebe pasnnyHyto
NHpopmauuo, Ha4YMHaga oT
NMeHU, daMunumn n 3aKkaH4mBasi
NUYHBIMU dboTorpapuamun.
MHorvne nonb3oBaTenu He
NOHUMAIOT, YTO MHpopMaLuns,
pasMeLlleHHas UM B
coumanbHbIX CETAX, MOXET ObITb
HangeHa n UCcrnonb3oBaHa KeM
YyrogHo, B TOM Yncne He
obsizarenbHO ¢ bnarnmm
HaMepeHnamMun

o O

m

Ecnu Tbl roeopumub C noabMm, KOTOPbIX HE 3HAELb,

He UCMONb3yn CBOE pearibHoe MMS N OPYryHo JINYHYIO
nHdopMmaumn: UMsl, MECTO XWUTenbCTBa, MECTO
y4ebbl 1 npoyee

J

i

N3beranm pasmelleHna dootorpadpumn B WHTEpHeTe,
rae Tbl n3obpaxeH Ha MEeCTHOCTU, MO KOTOpOM
MOXXHO onpeaenuTb TBOE MECTOMONOXEeHNEe

\

J

i

[Mpn peructpaunm B coumanbHOM CETU HEODXOANMO
MCNONb30BaTh CIOXHbIE Naposin, cocTosiLme n3 byks
N UNAGP U C KOSIMYECTBOM 3HAKOB HE MeHee 8

\

/

[na counanbHOM CETU, NOYThI U APYrMx canToB
HeobxoanMMOo UCNonb3oBaTh pasHble Nnaponu. Toraa
ecnu Tebsi B3aNoMatoT, TO 3110YMbILLNEHHNKN
nosnyyaT 4OCTyn TOMbKO K 0QHOMY MECTY, a He BO
BCe cpasy

~N

|




<’>3I\EKTPOHHbIE AEHbIH

XOTAT MOMAYyYnUTb 3TN OEHBIN.
ONEKTPOHHbIE AEHbIM NOABUINCH COBCEM HEAABHO U
MMEHHO 13-3a 3TOro BO MHOIMMX rocygapcreax 4O CUX Nop
He MponucaHo Npo HUX B 3aKOHax.

B Poccuun e oHN oyHKUMOHUPYIOT U O HUX YXKe
NPONMCaHOo B 3aKOHe, rae nx pasgendtoT Ha HECKOSTbKO
BNOOB - aHOHUMHbIE N HE aHOHUMHble. PasHuua B TOM,
YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTcs
NpoBOAMTL onepauun 6es ngeHTudgnkaummn
nonb3oBaTernsd, a B He aHOHUMHbIX UOEHTUgMKaLnn
nonb3oBaTensd ABgeTca oba3aTesibHON.

Takke crnenyet pasnuyaTb SNEKTPOHHbIE PUaTHbIE

OEeHbIM (paBHbI rOCy4apCTBEHHBLIM BarntoTam) u

SNEKTPOHHble HedpmnaTHble OeHbIV (He paBHbI
rocygapcTBeHHbIM BasntoTam).




OcHOBHbIe coBeTbl N0 be3onacHoOM

(%) S\EKTPOHHBIE AEHBIW . SN

paboTe ¢ 3NeKTPOHHbIMU AEeHbraMM:

[MpmnBsXXK K CcYETY MOOUNbHLIM TenedoH. ATO caMbli yp.o6|-|§ﬁ ‘L
ObICTPbLIM CcNOCO6 BOCCTAHOBUTL [OOCTYM K CYETY. anBHSaHHbIII‘;I\%_”’
TernedoH NOMOXeT, ecnn 3abygellb CBOW NMATEXHbLIM NaposSib UK
3anjellb Ha canuT C HE3HAKOMOro yCTpomMcTBa

Ncnonb3yn ogHopasoBble naposnu. [locrne nepexoga Ha yCUNEHHYHO
aBTopusauuio Tebe yxe He ByaeT yrpoxaTb OMacCHOCTb KpaXku Uin
nepexsaTa nnaTexxHoro naporsis

Bbibepun cnoxHein naponb. NpecTtynHukam ByoeTt He NpocTo yragaTb
CIOXHbIN Naposib. HagexHble naponu — 39TO MNaponu, KOTOpble
cogepxar He MeHee 8 3HaKoB M BKNHO4YalT B cebsi CTpoyHble U
NPOnUcHble BYKBbI, LMMPbI U HECKONBKO CMMBOSIOB, TaKME KaK 3HaK
agonnapa, pyHTa, BocknuuaTenbHbin 3HaK U T.n. Hanpumep, StRONQ!

He BBOOM CBOM NYHbIE JaHHbIE HA canTax, KOTOPbIM HE Ai0BEPAELLDb



{2) SAEKTPOHHAS MOYTA

ONEeKTPOHHadA rnovta — 310
TEXHONOrns 1 npegocTaBngdemMble
€l0 YCNnyrun no rnepecbinke u
NONYYEHUIO ANEKTPOHHbIX
coobLeHnn, KoTopble
pacnpenenarTca B KOMNbLIOTEPHOW
ceTn. OBbLIYHO 3NTEKTPOHHbIN
NOYTOBbIN AWK BbIrMSANT
crnegywowmnm obpasom:

NMS_Nonb3oBaTend@uMsi_A0OMeHa.

Takxke Kpome rnepegadun nNpocToro
TEeKcTa, MMeeTCcA BO3MOXXHOCTb
nepenasatb gpansbl

OCHOBHbIe cOoBeTbl MO be3onacHoOu

pabdoTe C 3INeKTPOHHO

Al

N NoYTOU

NOYTOBbLIN
cepBuc. B NHTepHeTe eCcTb OrPOMHbIN BbIGOP

Hapo BbibpaTb npaBumbHbIN
GecnnaTHbIX MOYTOBbIX CEPBUCOB, OOHAKO
nyJlie OoBepsiTb TEM, KOro 3Haellb U KTO

nepBbln B penTuUHre

He vykasbiBah B §WYHOM MNOYTE JINYHYIO
nHdgopmaumo. Hanpumep, nyduwe BbIbpaTb
«My3blKanbHbIN_aHaT@» wunn  «pok2013»
BMeCTO «Temal3»

Ncnonb3yn OByxaTanHyto aBTopu3auuto. IATO
Korga noMMMO Maponsa HYXHO BBOAWUTL KOO,
npucbinaemMmoln no SMS

Bolbepn cnoxHbln naponb. [[Ona  Kaxaooro
MOYTOBOrO  dAlMKA [OOMKEH OblTb CBOW
HaZeXHbIN, YCTONYNBLIW K B3SIOMY Maposib



SAEKTPOHHAS MOYTA

OCcHOBHbIe cOoBeTbl MO be3onacHoOu

N NMOoYTOU

A

pabdoTe C 3NeKTPOHHO

N =
Ecnu ecTb BO3MOXHOCTL Hafle \%My
CBOM JMYHbIN  BOMPOC, WCMOSIb3YM © °9Ty
BO3MOXHOCTb “

°

T
L

cnonb3yn HECKOSIbKO MOYTOBbLIX HALLMKOB.
[MepBbln  OnNA  4acTHOM  Mepennuckn
agpecartamy, KOTOPbIM Tbl AOBepsielb. 3TO
9EKTPOHHbLIN agpec He Hago WUCNOoNbL3oBaTb
npu perncTpayum Ha goopymax n camrax

He oTkpbiBan annbl U Opyrne BIIOXKEHUS B
nMcbMax fake ecriv OHW MPULLNU OT TBOUX
apy3en. Jlydwe yTouHU Y HUX, OTNPaBsasnm nm
oHW Tebe aTn dannol

[Mocrne okoH4YaHMs paboTbl Ha MNOYTOBOM
cepBuce nepen 3akpbiTUEM BKIIaAKN C CanTom
He 3abyab HaxaTb Ha «BbINTU»



(,:)MOBMI\beII?'i TEAE®OH NS

CoBpeMeHHble CMapTAOHbI U
nraHLWeTbl coaepxart B cebe BnosiHe
B3pOCSIbI OYHKLUMOHAr, U TENEPb OHU
MOrYT KOHKYpUpOBaTb CO
cTauMOHapHbIMU KOMMbIOTEPAMN.
OpHako, cpeacTB 3aWmThl A5
NOoAO6HbIX YCTPOMCTB NOKa OYEHb
Mano. TecTupoBaHMe U NOUCK
YSI3BUMOCTEN B HUX NPOUCXOANUT HE TakK

Byob ocTopoXeH, Bedb Korga T e°
GecnnaTtHbI KOHTEHT, B HEM MOryT ObITb
Kakme-TO nnaTHble yCnyru

Ayman, npexge 4em otnpaButb SMS, cbOTo‘ﬁﬂ

Bnaeo. Tbl TOYHO 3Haewb, rae OoHuM Oyayt B
KOHEYHOM utore?

O

Heobxoaumo 0O6GHOBNATL OMNepauuMoOHHYHD CUCTEMY
TBOEro cMapTdoHa

MCI'IOJ'Ib3yl7I adHTUBUNPYCHbIE nporpamMmmmbl ans

NHTEeHcmBHO, Kak ana MK, To xxe camoe MOBUITbHBIX TENedOHOB ”
KacaeTcs U MOOUSbHBIX NPUINOXEHNN. TR
- B P
CoBpemeHHbie MobunbHbie Bpaysepbi He 3arpyxan npunoxxeHust ot HemssecTHoro ¢ [RETEY
YK€ NpakTn4eckn AorHasnu MCTOYHMKA, BEAb OHM MOIYT COAepXaTb @ @9 :g’/
HaCTOMbHbIE aHanoru, ogHako BpeaoHOCHOEe nporpamMmmHoe obecneyeHmne é « 4
pacluMpeHne yHKUMOHana BreYeT 3a [Mocne Toro Kak Tbl BbIMAELLb C canuTa, rae BBOAWUI

cobon DoNbLUYK CIOXHOCTb U
MEHbLLYH 3aLUNLEHHOCTb.
[laneko He Bce Npou3BoauUTENN
BbINyCKaloT OOHOBIEHUS,
3aKpblBaKOLME KPUTUHECKNE
YSI3BUMOCTU A9 CBOUX YCTPOUCTB.

NUYHYIO NMHGOOPMaLMIO, 3aUan B HACTPOMKN
Gpaysepa un yoganu cookies

rlepI/IODML-IeCKI/I I'IpOBGpFIVI KaKkue nrnarHble yCryru
AKTBMpPOBaHbl HA TBOEM HOMeEpe

Bluetooth gomkeH 6bITb BbIKIIOYEH, KOrAa Tbl UM HE
nonb3yelwbcs. He 3abbiBan MHOrga NpoBepsiTb 3TO

OcHOBHbIe coBeTbl AN 6e30nacHOCTU MOOUNbLHOro TenecgoHa



¢2) OMLIMHI UAM KPAXA AUYHBIX AAHHBIX R

AN
b
O

0.

(Cne,u,m 32 CBOMM  aKKayHTOM. Ecnm  TbI

noao3peBaellb, YTO TBOSI aHKeTa Obina B3fioMaHa,

[MaBHasA Lenb MULLIKHT - BUaa TO Heobxogmmo 3abnokuMpoBaTb €e U CcoodWUTb

NHTEepHET-MOLLIEHHNYECTBA, agMUHUCTpaTopam pecypca 06 3TOM Kak MOXHO
COCTOMT B MNOSTy4EHNN \ ckopee Yy

KOH(bnaeHunanbHbIX gaHHbIX
nonb3oBaTternem — NorMHOB U

naponen. Ha aHrnuinckom a3bike 4 N\
phishing yntaetca Kak uLnHK
(ot fishing — peIbHas noens, Mcnonb3ayit 6esonacHele Beb-caiiThi, B TOM yucre,
password — naponb) WHTEPHET-Mara3mHoOB U NONCKOBbLIX CUCTEM

\_ y

Ncnonb3yn CcnoXHble U pasHble naponu. Takum
obpasom, ecnu Tebs B3/TOMalOT, TO
3M0YMbILLMEHHNKN NoflydaT AOCTYN TOMNbKO K O4HOMY
TBOEMY NMPOUNIO B CETK, @ HE KO BCEM

v
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Ecrm TeBa  B3nomanu, TO  HeoBXoOMmo

npeoynpeanuTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pnobaBneHbl y Tebsi B Opy3bsiX, O TOM, 4YTO Tebd
B3NOManu W, BO3MOXHO, OT TBOEro MMeEHW Oyaer
paccbinatbCd chnam U CCbIIKM Ha ULIMHIOBLIE

\CEII‘/'ITbI

7

\.

YctaHoBu HagexHbin naposib (PIN) Ha mMoOunbHbIN
TenedgoH

N\

OTKInouM coxpaHeHne napons B bpaysepe

He oTkpbiBan gpannbl 1 gpyrne BnoXxeHnsa B
NMCbMax gaxke eCnuv OHU NPULLSIA OT TBOUX ApYy3en.
Jlydwe yTo4YHM Y HUX, OTNPaBNSAnn nn oHn Tebe atn
doannbl

J
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YnpaBaeHue deaepanbHOU CAYXObI N0 Haa3opy B chepe CBA3M, umpopmaun’oﬂublx \&
:) TEXHOAOTMU U MACCOBbIX KOMMYHUKaLUK A< /o Al
no UpkyTckoun oBaacTu Ly RN '  EUF :

Cnacu6o0 3a BHUMaHuUe!



