


Kak He cTaTb }XepTBOi1 PMHAHCOBLIX MOLUEHHUKOB

Llenb molweHHUKa — nonyvyeHune nHbopmaumu

MoTusauma moweHHNKA — AEeHbrn

Ncnonb3yembli MIHCTPYMEHTaPUNA:

u CoumanbHaa nHXxKeHepuAa
u C6op nHpopmaumnm n3 OTKPbITbIX MCTOYHMUKOB
u MNopaenbHble CEPBUCHI U CanTb

u Bupycbl u gpyroe spegoHocHoe 10



Kak He cTaTb }XepTBOM PUHAHCOBbBIX MOLUEHHUKOB

MHPopmaumna — 3TO AeHbrn

Ana ynpasBneHua geHbramm ucnonb3syerca MHPopmauus

. [laHHble KapTbl (Homep, cpok delicmesus, ®.M.0.
enaodensuya, Koo noomeepxcoeHusa (CVV2 unu CVC2)

. JIOrMH 1 Naponb OT IMYHOTO KabuHeTa (OHAAlH-
6aHK)

. KopoBoe cnoBo (019 obpaweHusa 8 6aHK rno
mesnegoHy)

. Koa B CMC-coobLeHnn nnm yseaomneHunm

B NPUANOXKeHUn 6aHKa (Kak emopol pakmop
aymeHmuguKkauuu)



CounanbHasa NHXeHepus

3BOHOK «cneuuannucta» — oguH 13 MoLIEeHHUKM MOTYT NpeACcTaBUTbCA:

cambliX NONyAAPHbIX cnocobos. . CreumanmucTamm «cy,6bl

6e3onacHocTM 6aHKa»
OCHOBHbIE NPUHLMMbI:

= CoTpyAHMKaMK NPaBOOXPaHUTENbHbIX
= «BTepetbca» B goBepue OpraHos
|
o Mcuxonormyeckoe aasneHme Bpauamu
n CoupaboTHMKamm
= OTcyTCTBME BPEMEHMU HA NPUHATHE
B3BELLUEHHOro peLleHun MoryT npegnarathb:
m BBGLI,EHME B 3a6ny)}(p‘e|-|y|e = YHUKanbHoe NeKapcTteo
. CeKpeTHyI BaKUUH
= Lenbto moryT 6bITb HE TONbKO PETHY HWHY
AEeHblrM, HO U BalUM NepCcoHabHble " HecyliecTBytoLine Nbrotol,
AaHHbIE nocobuma 1 KomneHcaunmn, «BPoHbY,

aunnnom IT-cneumanbHOCTH
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KonnyecTtBo Tene@oHHbIX HOMEPOB,
HanpaeliEHHbLIX ornepaTtopamM CBA3M B LENsX OrOKUPOBKK

I-1l
s I 7594

3BOHKM KOOI OT NpeacTaBuTenien 6aHKoB,
npaBoOOXpaHUTEsNbHbIX OpraHoB, baHka
Poccuum, a Takke po60TU3NPOBAHHbIX

2021 NMOMOLLHUKOB

2020

B OonbLWMHCTBE 3BOHKOB
UCNONb3yeTCHA TeXHONorusa

noaomMmeHbl HOMepa
2019




Kak He cTaTb }kepTBOit pMHAHCOBbIX MOLLIEHHUKOB

CpegHun yek xmweHum (pmnsnunua n ropamua)

14,47

TbIC.pYyO.

11,13 Thic.py6. 12,65 TbiC.pyo. 13,12 TbIC.pYyO.

2019 2020 2021 I-111 kB. 2022



CounanbHasa NHXeHepus

NMomHuTe, YTO:

BecnnaTHbIN cbip (BbINAATbl) TONIbKO B MbILLENOBKE

Echn Bam nepeBenu cay4amHoO AEHbrM, OHXU BaM He
npuHaanexKaTt, coobwuTte B 6aHK 06 owmnbke

Ecnv Ha Bac AaBsAT, 3TO NOBOJA, YCOMHUTLCA B TOM,
YTO 3BOHAT U3 baHKa

CoTpyaHUK 6aHKa He byaeT Bam yrpoxaTb YroN10OBHOM
OTBETCTBEHHOCTbIO U/ BNOKMPOBKOM cYeTa

Bce 4eNCTBUTENbHO HYXXHble AaHHble Y BaHKa y»Ke ecTb

Ecnuv Bawy onepauuto 4encTesmntenbHo 3abnoKMpoBanu, y Bac
ecTb ABa AHA Ha ee NoATBepPKAEHMEe



Kak He cTaTb XepTBON (PMHAHCOBbLIX MOLUEHHWKOB

Kak MOLUEHHMKMN O00bIBAOT MHOPpMaLnIO?

OcHOBHbIe cnocoObI:

1) Tlownck B coumnarnbHbIX ceTax dpoTorpadoun, Ha
KOTOpble nonasn gaHHble KapTbl Unu gapyrue
nonesHble cBeaeHUS

2) YcTtaHoBKa Kamep Ha 6baHkoMaTbl, dparnbLlunBbie
OaHKkomaTbl

3) [logcmoTpeTb B ovepenu B marasmHe
4) T[Mpocbba CKNHYTL POTO KapThl

5) MoLWeHHUK ncnosnb3yeT Balln AaHHbIE HANPSMYIO
anga nepesoja cpeacTB UNu Anst «3BOHKa m3
DaHka»



Kak He cTaTb XepTBON (PMHAHCOBbLIX MOLUEHHWKOB

Coop nHpopmaumnm

BbiGpackiBasi 4eku, HaknagHble, pacnevarky no 3akasy unu
TEXHUKY:

 BHumaTtenbHo cneaute, YTOObLI B HUX OTCYTCTBOBAaW Balln
aaHHble (. U. O., TenedoH, HOMep KapThbl)

*  TexHUKY nydlle yHU4TOXKaTb Nepen TeM, Kak BblIOpoCUTb

* [lomMHWTE, YTO BaLUKN OaHHbIE MOTYT ObITb UCMOMb30OBaHbI
NPOTUB Bac, HEe JOBEPANTE BCEM, KTO 3HAET, YTO Bbl KyNumiu
NPOLUSIbIM BEYEPOM



10

Pa3zbop Kencos: ppa3bl-TPUTrepbl

Bbi6epute ¢ppasy, KOTOpPYIO Bbl MOXKeTe YCAbILWATb OT HACTOALLEro COTpyaHUKa 6aHKa:

1.

N

N o U A~ W

Y1066 N36€EXKaTb MOLLEHHUYECKUX AENCTBUIM, HEOBXOAMMO NepeBecTn AeHbrM Ha «3aLLULLEHHbIA CHETY

Bam Hy»KHO byaeT Aot oo 6aHKoMaTa M COBEPLUUTb AENCTBUA, KOTOPbIE BaM CKaXKeT No tenedoHy
Hall COTPYAHUK

HaszoBuTe 4 nocnegHune umdpbl KapTbl, KOTOPYHO Bbl HAa3Ba/IM MOLIEHHMKaAM, YTOObI 3a610KMpPOBaTL €€
MocTynuna 3aABKa Ha 0popMAEeHME KpeamTa Ha Balle UMA...

EcAn mbl He OTMEHUM TpPaH3aKuuio B TeyeHne 30 MUHYT, C Ballel KapTbl 6yAyT CnucaHbl AeHbIU. ..

Al Bam 3a4aM HECKONbKO BOMPOCOB, YTOObI MAEHTUPULMPOBATL BaC, KaK KAMeHTa Hawero H6aHKa...

Yepes HeCKO/IbKO MUHYT C Bamu CBAXKETCA COTPYAHMK CNegCTBEHHONO KOMUTETA, KOTOprﬁ npoBoaAUT paccanegosaHme aesa, B
KOTOPOM Bbl CBUAETE/b.

Hasosute koa ns3 CMC gna noarsepaeHuA onepaumn.
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[TpaBuna 6e3onacHoOCTH

3ANNOMHUTE!

CoTpyaHukn 6aHKoB He 003BaHMBALOT JTHOOEWN,
4TObObI pacckasaTb 0 NpobnemMax ¢ NnaTeXHbIMU
cucTteMamum Unn 0 MOLLEHHNYECKMNX orepaunsix

Ecnu BaMm NnpuLwINo nUCbMO Unu ysegomsrieHue
AKOObI OoT LleHTpanbHOro 6aHka — aTo
MOLUEHHUKMU!

baHk Poccun He paboTaeT ¢ pmandecknmm
nuuamm n HUKoOraga He NULWET NOAOOHbLIX MUCEM.
ObpaTtnTtech B NpaBOOXpPaHUTENbHbIE OPraHbl.
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BecnnaTtHbin Wi-fi

BecnnatHbIn Wi-fi — Bcernpa «Hebe3onacHoe
coeauHEeHue»

He ucnonb3ynrte ero ansa coBepLueHus
domHaHCcOBbLIX onepauun!
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3alluLleHHas cTpaHuua B aapeCcHO-NONCKOBOWN CTPOKe
bpay3epa nmeet popmat HTTPS (BKIoYaeT NPOTOKOI
LUNPPOBAHNA JAHHbLIX).

NnaTtuTte ToNbKO
Ha 3alWULLUEeHHbIX
cTpaHuuyax

HesawuuweHHasn 3awumeHHas
CTpaHuua CTpaHuua
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[Tpumep PULLIMHIoBOro camta
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Kak ceba obe3sonacutb?

Y KnbepmoLeHHNKOB MHOXeCTBO NereH U cnocobos obmaHyTb
Yye/loBEKa, KOTopble Bcerga cBoAATCA K OAHOMY:

Y Ye/IoBEeKa MbITaloTCA BbIMAHUTb KOHPMAEHUMANbHbIE AdHHbIE, NGO
NPOBOLMPYHOT CAMOCTOATE/IbHO NEePEBECTU AEHbIU

. He nepeBoauTe AeHbrM Ha cYeT No Npocbbe HeM3BECTHOrO
aboHeHTa, Kem Obl OH He NpeAacTaBAA/ICS

. HuKoraa He BBOAUTE 3TU AaHHble Ha CalTax, Ha KOTOPbIE Bbl
nepeLan No ccbiike n3 nucbma nam CMC, a euwle nyywe BoobLle He
nepexoauTe Ha CanTbl MO CCbIJIKAM
M3 NOA03PUTENbHBIX NMNCEM

. [MpoBepanTe MHGOPMALUIO

. Ecnn Bam coobLLatoT, YTo Y pPOACTBEHHUKOB MU ApYy3ein
HEeNPUATHOCTU, NOCTapanTeCb CBA3aTbCA C HUMWN HANPAMYIO
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Kak cgenaTb Tak, YToObl nepcoHarnbHblE JaHHblE HE CTanu
o0Lwen3BecTHbIMN?

*  YHUYTOXaTb JIMYHbIE JaHHble Ha Oymare

* He pasrnawartb uHdopmaumio o cebe
CaMOCTOSITENBbHO

* OrpPaHNYUTb KONUYECTBO NIMYHOU NHPOPMaL MK,
KOTOPOW Mbl OeNIMMCA C TPETbUMU ML aMU

s «OoYMLLaTb» TEXHUKY Nepen nepegaden TPETbUM
namyam.
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Ecnn B oTHOWeEHWUN BacC cosepueHsl
MmoweHHn4yeckmne LI,GIZCTBI/IFI, HeO6XO,£I,l/IN\OZ

= 3abnoknpoBaTb KapTy
= CoobuwmTb B 6BaHK 0O MOLLEHHWUYECKOM onepauun

3ar|poc1/|Te BbIMUCKY NO CHETY N HaNMnwmnTe 3aAaB1eHne
O Hecornacunum c onepau,meﬁ

" O6paTI/1TbCFI C 3aAB/1eHUnEeEmM B noanunto

Ob6paTtuTechb C 3aABNEHUEM B OTAEN NOANLUM MO MECTY KUTENLCTBA U
oTnpasbTe obpauweHue B YnpasneHune «K» MB/ Poccum

Ecnn 6aHK, MUKpOdMHAHCOBaA UM CTPaxoBas opraHM3aums gencreyer
HEKOPPEKTHO, coobuiuTe 06 aTtom B BaHK Poccun
(no TenedoHy KOHTaKT-LUEHTPa UIN Yepe3 NHTEPHET-NPUEMHYIO canTa cbr.ru)
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HoBble NHCTPYMEHTbI cCaMo3aLUUTbl A4 rpaxkgaH

C 1 okta6psa 2022 ropa rpaxaaHe MOryT:

YcTaHaBnuBaTb MakCcuMarnbHyK CyMMY rnepeBoaa
Nno 6aHKOBCKOW KapTe Uiun NIMMUT CPeAcCTB Ha
onpeneneHHbIn nepmoa

YcTtaHaBnmBaTthb NOSHbIN 3anpeT OHTanH-NepeBooB

OrpaHnymBaTth UK 3anpewatbs 0oopMIIEHNE OHNaNH-

KpeaunToB
Ecnun y rpaxaaHuHa OTMeHuTb 3anpet
€CTb CYeTa B HeCKOJIbKUX OaHKax, TO W U3MEeHUTb NapamMmeTpbl OHNaWH-
HanucaTb 3asiBrieHMe Heobxoaumo B onepaunvm MOXHO dyaeTt

KaXaoM U3 HUX B noboe Bpems



[1lpaBuna
0e30nacHOCTU

He akoHOMbTE Ha SMS-yBegoMNEHUAX O NraTtexax n nepesogax
C Balllen KapTbl — 3TO Marsias ueHa 3a CroKOUCcTBune

Hukomy He coobwainTte PIN-koabl v naponu

OcTopOXHO obpallanTech ¢ NorMHaMmm n HomepamMmm 6GaHKOBCKMNX
KapT

3anucaHHble PIN-koabl, NOrvHbI M Naponu OT BalUUX NMUYHbIX
KabMHETOB AepXnTte B OTAENbHOM MecTe

[1ByxdpakTopHaa ayTeHTMdmnKaumua — 3To eLle oauH 3alnTHbIN
pybex mexay BaMu 1 MOLLEHHUKaMM

baHk 0653aH no Bawemy TpeboBaHUO HE3aMeaNUTENLHO
3abr1okMpoBaThb yTPaYEeHHYHO KapTy

YctaHoBuUTE npunoxeHne-aHtucrnam
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Kak cBa3zaTtbca ¢ baHKkom Poccuun?

Hanpasutb *kanoby
B baHK Poccuu

OTBeThl

Ha 4YacTo
3ajaBaemble
BOMPOCHI

MobunbHoe
NPUIOXKEHME

«LUb oHNnanH» -
MOXHO 334aTb BOMNPOC
cneumnanncTy

B yaTe

KOHTaKT-LeHTp
baHKa Poccuu

8 800 300-30-00

KPYrnOCyTO4HO,
6ecnnatHo
AN 3BOHKOB

C MOOUNbHbIX
TenepoHoB

300
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